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Connection Security Indicators
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TLS and HTTPS

What guarantees do you get?
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What guarantees do you get?

What assumptions do you make?



TLS and HTTPS

What guarantees do you get?

What assumptions do you make?

What guarantees do you not get?



Summarize all that in 100x100 pixels...
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Miscommunication
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How To Convey the Guarantees of TLS in Ul

Grab paper and pen

Draw a full-page connection security indicator



What was missing in our design process?

Measurement of current state
Actual user input to identify helpful changes

Measurement of success after change is made



Research Question

How can we improve connection security indicators?



Research Question

What were their goals?

How do we know when connection security indicators are ‘improved’?



Research Question

Was it the right question?



Problems to Be Solved

How to measure current security indicator effectiveness

How to improve connection security indicators

Measure-effectivenessafterdeployment



Historical Indicators
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Figure 2: Security indicators for major browsers on Windows (Win), Mac, Android (And), and iOS. For
categories that trigger warnings (e.g., malware), we include the security indicator state during the warning.




Measuring Current Indicators

Most people understand at least partially the green lock

More people are confused what the HTTP indicators are telling them






lcon/Color Selection
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Text Selection

“secure”
“httpS”

“not secure”
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Figure 4: Proposed connection security indicators.




Why Does Chrome Not Use These Indicators Today?

What changed?



Why Does Chrome Not Use These Indicators?

Users should expect that the web is safe by default, and they'll be warned when there's

an issue. Since we'll soon start marking all HTTP pages as “not secure”, we'll step

towards removing Chrome's positive security indicators so that the default unmarked

state is secure. Chrome will roll this out over time, starting by removing the “Secure”

wording and HTTPS scheme in September 2018 (Chrome 69).

Treatment of HTTPS pages
Current (Chrome 67) @ Secure example.com
Sep. 2018 (Chrome 69) # example.com

Eventually example.com

https://blog.chromium
.0rg/2018/05/evolving
-chromes-security-ind
icators.html

Chrome treatment for HTTPS pages




What Will Future Work Look Like?



