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COPPA?

• Age 13 and under


• Bans collecting certain data


• Some (verifiable) parental consent required



How would you “Solve” 
COPPA?

https://www.iubenda.com/blog/guide-coppa-mobile-apps/





Problems



Cult of Mac



Analysis Environment

Lumen Privacy Monitor Android Central





Overall Results

• 28% of 5,855 apps


• 73% transmitted sensitive data


• None attained parental consent - let alone verifiable



Location Data

• 706 apps had fine or coarse location permissions


• 235 used system location API 


• 184 shared location data


• 101 apps shared Wi-Fi MAC address



https://techcrunch.com/2017/08/22/accuweather-revealmobile-ios/



Transmission Analysis

• COPPA - need to use TLS for all data transmissions


• 2,344 “designed for families” apps did not use TLS in at 
least one transmission


• So… 3,511 apps are good?



SDKs

“…&coppa=true…”





–Reyes et al.

“…we suspect that many privacy violations are 
unintentional and caused by misunderstandings of 

third-party SDKs.”







https://www.davidhaney.io/npm-left-pad-have-we-forgotten-how-to-program/


