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Nhen is your bedt

Where do you live?

Tell m'e a kae

FiNng me cute ooq waeos

Are you my friend?

What does the fox say?
Add the Google 10/4 event
* Show me the news today
Do | have any photos of cats? Qma

* What is the meaning of life?

Cheap breakfast options?

2O YOU SPeak morse code?

Who let the dogs out?

Show me high resolution photos of fruit floating threateningly at night
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http://www.youtube.com/watch?v=wF-DuVkQNQQ
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Agenda

Inaudible Voice Attack

How to increase the attack range?
How to defend against these attacks?
Evaluation



Inaudible Voice Attack
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Inaudible Voice Attack

W

Frequency

A Audible Inaudlble
o (F1 F,)
=
g' Mlcrophone
<@ filter
50k 60k 70k 80k 90k 100k



Inaudible Voice Attack

BUT non-linearity requires high power ...

High power makes ultrasonic speakers audible



Agenda

Inaudible Voice Attack

How to increase the attack range?
How to defend against these attacks?
Evaluation



Long Range Attack

e Exploit non-linearity of speakers
e Use multiple ultrasound speakers to
reduce the audible leakage from any

speaker
o Splice the input signal into
segments

o Eachsegmentisplayed by a
different speaker
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Long Range Attack

e Per-speaker leakage is small but they can add up to become audible
e Ensure total leakage is inaudible
o Push the total leakage below the threshold of hearing curve
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Sound Pressure Level in dB

Human Hearing Threshold

156 312 625 125 250 500 1000 2000 4000 8000 16000
Frequency in Hz

Maximize mfin[T(f ) — L(f)]

subjectto fo <f:<f, < ..<fyu
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Defending Inaudible Voice Commands

Find trace of non-linearity in the

recorded signal
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Power in sub-50 Hz
Correlation Coefficient
Amplitude Skew

Voice signals exhibit periodic patterns
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Defending Inaudible Voice Commands

e Regular voice signals has less energy in sub-50Hz components
o Non-linearity shows increasing power in that band
e Correlation between the power as non-linear trace preserves some structure of the actual
input voice signal
e Amplitude of inaudible signal is positively biased
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Attack Range Metrics
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Discussion

e Feasibility of long range attack
o  Through-wall attack

e Other attacks on Voice Recognition System
o  Skill-Squatting
o  Other sounds

Other ideas 7?
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