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Motivation

• Forward/Backward Tracing from Detected Anomalies

• Abnormal Causal Dependencies between Applications

• Track Information Flow



Windows ETW

Event(TimeStamp,Processor)

• Event Type

• FileRead etc.

• Event specific

• FileObject, IOFlags etc.

• Process ID, Thread ID etc.

• Stack

Stack

1. TurboDispatchJumpAddressEnd+

0x690@wow64cpu.dll 

2. …

3. winnt_get_connection+0x4b@li

bhttpd.dll

4. worker_main+0x27@libhttpd.dll

5. …

6. RtlInitializeExceptionChain+0x3

6@ntdll.dll
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Execution Partitioning

• Parse Log File into Execution Units (Event Loops)

• Remove Intra-Unit Dependencies

• Output Events causally related to Input Events in same Unit

• Reduces Complexity and Overhead of Provenance Graphs



Methodology



Log Collection

• ETW Collects Execution Log for Commonly used Applications

• Extend ETW to record Memory Operations (Clipboard Buffer)



Prefix Analysis

• Identify Target Function, which contains Event Processing Loop

• Execution: Prologue, Event Handling Phase, Epilogue

• Prologue and Epilogue same between Executions



Prefix Analysis

1. void main() {
2. init();
3. while(True) {
4. read_cmd();
5. if (cmd == FileDownload) {
6. if(file ready) {
7. fd = open_file(file_name);
8. if(open fails)
9. errmsg_continue(MSG2);
10. buf = memory_allocation(size);
11. while(transfer not done) {
12. read_file(fd, buf);
13. write-data(socket, buf);
14. }
15. memory_free(buf);
16. close_file(fd);
17. } else
18. errmsg_continuemsg(socket, MSG3);
19. } else if(cmd ==...) { ... }
20. }// end while
21. server_exit();
22. }



Model Construction

• Identify Event Handling Loop from PCs in Event Handling Logs

• Represent Possible Sequences of Function Calls in Loop by 
Regular Expression

• Recursively Disassembles Callee Functions until reaches 
sufficiently Informative Model

• Use ETW Logs if Binary too Complex



Model Construction

Model(3-20)$

=F1 Model(5-20)$

=F1 (Model(6-18) | … )$

=F1 ((Model(7-16) | F7 )| … )$

=F1 ((F2 Model(8-16) | F7 )| … )$

=F1 ((F2 ([F3] Model(11-16))|F7 )|…)$

=F1 ((F2 ([F3] (Model(11-14) F6))|F7)|…)$

=F1 ((F2 ([F3] ((F4 F5)* F6))|F7)|…)$

1. void main() {
2. init();
3. while(True) {
4. F1:     read_cmd();
5. if (cmd == FileDownload) {
6. if(file ready) {
7. F2: fd = open_file(file_name);
8. if(open fails)
9. F3:    errmsg_continue(MSG2);
10. buf = memory_allocation(size);
11. while(transfer not done) {
12. F4:    read_file(fd, buf);
13. F5:  write_data(socket, buf);
14. }
15. memory_free(buf);
16. F6: close_file(fd);
17. } else
18. F7: errmsg_continuemsg(socket, MSG3);
19. } else if(cmd ==...) { ... }
20. }// end while
21. server_exit();
22. }



Log Partitioning

• Separate Logs by Process ID

• When end of sequence is reached, begin parsing another unit

• Can remove library functions which never lead to syscalls

• Always parse longest possible subsequence of events as unit



Dependency Analysis

• Construct Causality Graph between Units and System Objects

• Output Events are only dependent on Input Events of the 
same Unit

• Prune Dependency-Free Objects

• Prune Repeated Reads/Writes



Evaluation

• ETW Log overhead of ~10-18% for high workload

• Around ~0.4-2.5% overhead for normal workload



Evaluation



Evaluation



Recap

• Especially useful for Network Services

• 12X – 95X Space Reduction with Garbage Collection



Discussion

• Assumptions (Limitations) of the Paper

• Other Program Analysis Techniques to improve Model

• Other Applications of this Methodology



Comments

• Causal Relationships between Units (e.g. Browsers)
– Attackers Distribute Effects across Units

• Attackers Use Temporary Files (Dependency-Free Objects)

• Evaluated Performance, but not Effectiveness in Analysis

• Extensive use of Heuristics


