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Background





The Great Fire Wall (GFW)

• A sophisticated censorship tool that performs:
• Deep packet Inspection (DPI)
• DNS pollution
• IP blocking, etc



Deep Packet Inspection 
• Reconstruct the TCP flow
• Examine contents of the flow for sensitive keyword
• Inject RST and RST/ACK packets to both endpoints

• The censor need to maintain TCP Control Block (TCB) for each 
connection to track flow state

……GET /OpenVPN HTTP/1.1\…



SYN seq: 567 

SYN/ACK seq:123

TCB
Source: A.B.C.D: 1234
Dest: C.D.E.F: 80
Client SEQ: 567
Server SEQ:

A.B.C.D: 1234 C.D.E.F: 80

SYN seq: 567 

SYN/ACK seq:123



ACK 123 seq: 568 | GET 
/OpenVPN HTTP/1.1\… 

TCB
Source: A.B.C.D: 1234
Dest: C.D.E.F: 80
Client SEQ: 567
Server SEQ: 123 

A.B.C.D: 1234 C.D.E.F: 80

ACK 123 seq: 568 | GET 
/OpenVPN HTTP/1.1\… 

RST 124 RST 569



Challenges for DPI 

• Diversity in host information -> Different TCP standards

• Diversity in network information -> No knowledge of packet losses 

• Presence of middleboxes
-> Packets might be altered/dropped by middleboxes after DPI process

=> Impossible to maintain an accurate state of a connection
Client can disrupt the state maintained by GFW



Existing Evading 
Strategies



TCB Creation

• Assumption: GFW creates a TCB 
upon seeing a SYN packet. 
• Strategy:
• The client can send a SYN 

insertion packet with a fake SEQ 
to create a false TCB on the GFW
• Then build the real connection. 



Data Reassembly

• Out-of-order data overlapping 
• Assumption:

• Two out-of-order IP fragments: the GFW prefers the former and discards the latter. 
• Two out-of-order TCP fragments: the GFW prefers the latter 

• Strategy:
• Leave a gap in the data stream
• Send 2 packets for that gap, one containing random data, the other containing real data 

IP Offset 0, length 10 content:…

IP Offset 20, length 10 content:…

IP Offset 10, length 10 content: SENSITIVE

IP Offset 10, length 10 content: asdfaDFefas

Ignored by 
GFW

Taken by 
GFW



Data Reassembly

• In-order data overlapping 
• Assumption:

• two in-order data packets: the GFW accepts the first one

• Strategy: Craft insertion packets that contain junk data to fill the 
GFW’s receive buffer, while making them to be ignored by the server 

Offset 0, length 10 content:…

Offset 10, length 10 content: SENSITIVE

Offset 10, length 10 content: asdfaDFefas

Ignored by 
GFW

Accepted 
by GFW



TCB Teardown

• Assumptions: 
• GFW tear down TCB when seeing 

RST, RST/ACK, or FIN. 
• GFW only creates a TCB upon 

seeing a SYN packet

• Strategy: After handshake, send RST 
to tear down TCB while making it 
ignored by the server

Tear down TCB



Evaluation

• Set up
• 11 Vintage points
• 3 ISPs, 9 cities
• 77 Alexa top global sites 
• HTTP requests
• Sensitive keyword: 

ultrasurf
• Observation:

• GFW has evolved 
• Heterogenous: Old model still 

exists

Packets with real data are 
dropped by m iddleboxes, 

sever side im plem entation, 
topology changes etc.

New GFW  behaviors, 
inserted packets 

dropped by 
m iddleboxes

Failure1: no reps. from server
Failure2: RST from GFW



New Behaviors



New TCB upon SYN/ACK 

• Prior Assumption: GFW creates a TCB only upon seeing a SYN packet.

• New behavior: GFW creates a TCB not only upon receiving SYN 
packets, but also SYN/ACK packets. 

• TCB creation won’t work



Re-synchronization State 

• Prior Assumption: the GFW creates TCB with SEQ in the first SYN
• New Behavior: Enter re-synchronization state upon seeing:
• Multiple SYN from client side or
• Multiple SYN/ACK from server side or
• SYN/ACK with incorrect ACK 
• A RST or RST/ACK packet (instead of tear down TCB)

• The GFW updates client SEQ using next:
• SEQ in client to server packet or
• ACK number in SYN/ACK from server to client

• TCB teardown won’t work



New Evading Strategies



TCB Creation + Resync/Desync 

• Resync/Desync

1. Perform normal handshake

2. Send a SYN insertion 

packet (Resync)

3. Send a packet containing 

an out-of-window SEQ 

(Desync)

4. Then send real request 

(Ignore by GFW because of 

its SEQ)

• Combined Strategy

• First, perform TCB Creation to 

handle old GFW model

• Then perform Resync/Desync



TCB Teardown + TCB Reversal 

• TCB Reversal:
• GFW doesn’t censor server to 

client traffic
• GFW assumes SYN/ACK is 

sent from server to client and 
creates TCB accordingly

• Strategy: Craft a fake 
SYN/ACK from the client side

• Combined Strategy
1. Perform TCB Reversal for 

new GFW model
2. Then perform TCB 

teardown for old model



New Insertion Packets

• All evading methods requires injecting additional packets
• Such packets should only be accepted by the GFW but not the server

• First find insertion packets that would be ignored by the server
• Ignore path Analysis

• Program paths that lead to the packet being discarded or “ignored” without any TCP 
state change.  E.g. packet with an incorrect checksum 

• Could be done with static analysis

• Then use them to probe GFW



Not dropped by any 
m iddlebox



INTANG

• Measurement driven censorship 
evasion tool 

• Chooses strategy based on 
historical measurement results 

• Could work with any protocol as 
long as the IP is not blocked 



Evaluation

• Better perform ance than previously existing strategies
• Reasons for failure 1: M isbehaved servers/m iddleboxes, inaccurate TTL



INTANG with DNS



INTANG with Tor

• Background: GFW performs passive traffic analysis and begins active 

probing after a Tor connection established from China

• Results:

• W/o INTANG: Hidden bridge nodes triggers active probing and are 
immediately blocked

• W/ INTANG: 100% success rate during a 9-hour-experiment-period



Conclusion

• Takeaway

• GFW and censorship is evolving 
• GFW is heterogeneous with different co-existing versions
• ITANG could be used to hide VPN/Tor nodes

• Limitation

• Can’t help with IP level blocking
• Discovering new strategies and insertion packets requires manual force
• Can’t hide connection destination



Thank you!


