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3td party libraries are very popular in

Android
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Can we trust these third party
libraries?
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Fundamental Problem

Third party libraries in Android have the same
access to permissions as the host app

How can this lead to problems?




Results from analysis of 100,000 apps:
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Name Category < E E x 2 x 2 2 € x 2]3
Facebook Social *x 0 X
Flurry Analytics * 0
RevMob Advertising | x A O
Chartboost Advertising *x 0
InMobi Advertising 0O x x AL A .
Millennialmedia | Advertising 0 0
Paypal Billing x 0
Umeng Analytics 0O 0 X %
AppLovin Advertising | A O O
Pushwoosh Notification 0O O
Tapjoy Advertising 0O O X X
AppFlood Advertising . N0
Openkeint Social 0O O 0
Airpush Advertising | x A O X
Youmi Advertising 0O 0 X
Cauly Advertising 0 X
Socialize Social N0
Domob Advertising 0O 0O
Leadbolt Advertising | x A O X X
MobFox Advertising x 0




Thoughts about threat model?




Solution

In-app privilege separation between a host
application and it’s third party libraries
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<allow ..Location>
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Main challenges

* From the analysis of 295 libraries amongst
the 100,000 apps
— Class inheritance => 71.5%
— Java Native Interface => 17.1%
— Runtime class loading => 27.9%
— Reflection => 49.6%




Name

Facebook
Flurry
RevMob
Chartboost
InMobi
Millennialmedia
Paypal
Umeng
AppLovin
Pushwoosh
Tapjoy
AppFlood
OpenFeint
Airpush
Youmi
Cauly
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Leadbolt
MobFox
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* From the 20 most popular
third party libraries:

— 19 use class inheritance

— All use atleast one form of
dynamic code exection




JNI

 Java Native Interface

* Allows developers to use libraries in
native language

* Could improve an app’s performance

* Renders memory safety features of Java
obsolete




Runtime class loading

Source: http://tutorials.jenkov.com/java-reflection/dynamic-class-loading-reloading.html

new

Reflection

Source: https://en.wikipedia.org/wiki/Reflection_(computer_programming)




Key Idea

Adjusting permissions dynamically
whenever an app requests a resource




FLEXDROID Design

 |dentify the principle using stack tracer

* Protect the integrity of the stack trace

using tamper resistant memory protection
mechanism

 Handle dynamic code execution

* Are there any alternate designs you think
would be more reliable or easier to

implement?




Stack tracer

* New special purpose thread for each
process

 Uses secure transmission for data
* Amidst the initialization process of an app
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Permission Checker
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Memory isolation

* Inspired by ARMLock (CCS ‘14)

» Regard JNI code as potentially malicious
code

— Run it in a separate and restricted memory
domain




App address space
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Protection against dynamic

techniques

* Store the context of class loader

» Store the parent thread’s permissions in
case of threads

» Basic idea: Use dynamic permissions with
context at runtime and creation
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Code modified

« Experiments performed on Android 4.4.4. Had 40% market share in 2015.

 Dalvik replaced with Android Runtime (ART) in Android 5.0. Should
the authors have used a different android version to test?

# of Files Insertion (LoC) Deletion (LoC)
Kernel 28 1831 25
Android Framework 46 1466 77
Dalvik VM 24 6081 22
Bionic 23 2827 70
Others 12 95 24
Total 133 12300 218




Evaluation

» Evaluated 32 top apps across categories

 Ran for 10 minutes in both stock android
and FLEXDROID.

* 5 apps crashed: Waze, Uber, Acrobat
Reader, Facebook and UC Browser

* Is it necessary for a security modification
to be backwards compatible?




Usability

Target Third-party Library Role App Name Blocked
Resource
com.google.ads. ! Ad ZingBox Manga Internet
jp.naver.line. ot Photo LINE Messenger Camera
com.ebay.redlasersdk. Barcode scanner  e¢Bay Camera
com. facebook . » 1 Login Airbnb Internet
com.tapjoy. Ad Subway Surl Internet
com.twitter.s! Login Drugs.com Internet
com.android.volley.» HTTP Yahoo News Internet
com.flurry.s! Analytics Yahoo Mail Internet

T Used in two or more apps
I A component of the app, not a third-party library

« Recompiled apps with flexdroid tag to black third party library’s access

* Is this convincing enough that FLEXDROID works as expected?
* How about dynamic code execution?




Performance Overhead

« Seems to add very little overhead
* Any better way to measure performance overhead?

Use scenario Android FLEXDROID Over.
Launch an application™ 39.13 ms 3973 ms  1.55%
Launch a service 3.76 ms 395 ms  5.22%
Download 1.3MB file 136.54 ms 139.59 ms 2.24%
Take a photo 443.01 ms 44899 ms 1.35%
Send an email” 100.56 ms 101.70 ms 1.13%
Read 8.4MB file via JNI 88.71 ms 89.16 ms 0.51%

* Functionalities of open-source K-9 email app




Micro-benchmarks

Benchmark Android FLEXDROID Over.
startActivity() 3,935 us 4,529 us 594 us
startService () 1,221 ps 1,734 pus S13 ps
file open® 782 ps 1,657 ps 875 us
file open (create)” 1,390 ps 2,338 s 048 s
file delete 745 ps 1.330 us 585 pus
file read’ 138 pus 142 us 4 us
file write! 1,076 us 1,134 us 58 s
all INI method 07 us |86 s 89 s

call JNI method
after loading libs?

963 us

8,436 us

7,473 ps

+ Two stack inspections are required during a file open

T No stack inspection is required during file read and write
1 This includes the process of loading (and dynamic linking)
the JNI code and shared libraries needed by the JNI code

 File open and delete have

performance overheads as
high as 100%.

* JNI methods have very high
overhead.
e Does this mean the

benchmarks with K-9 email
app were biased?




Key Takeaways

* Android permission system has a fundamental
problem with 3 party libraries

* Third party libraries are using more data than
they inform the developer about

 FLEXDroid allows to separate the app’s trust
from its libraries




Discussion

* How does this change with runtime permissions?

* Do the sweeping changes required in popular apps
disincentivize google to adopt these changes?

« Better to provide fake data or no data?

« Thoughts on how their performance evaluation could be
more convincing?




