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1. Introduction

1.1 Problem

In 2024, there were approximately 311.1 million users of the online food and grocery delivery
market in the United States alone, and this number is projected to continuously rise.[1] One
prevailing problem in the food delivery industry is theft. Some services try to combat this
problem by requiring delivery drivers to take pictures of the food once it's dropped and sending it
to the user to confirm delivery. However, there is no safeguard preventing passersby or even the
delivery drivers themselves from taking the food after taking a picture. Another annoyance with
this process is that users might order ahead to have food waiting for them upon arrival, although
the convenience of having food waiting for you is offset by the fact that the food will get cold.

1.2 Solution

To address this issue, we propose a secure food drop system/box that remains locked and can
only be opened by the person who placed the order. The overall idea of the box is to have a box
that is perpetually locked but allows the user to give access to open the box to the delivery driver
through entering a keycode. Once the driver opens the box and puts the food inside the box, the
box will be locked again. Then, the user will be the only person able to open the box through
fingerprint. Additionally, we propose integrating a heating system inside the box that will
maintain the food’s warmth and monitor the temperature inside the box.

To start the process, weight must be temporarily added inside the box so that a randomly
generated code can be created and sent to the user’s email. The user must then text this code to
their driver so that they can open it and place food inside. Once the food is placed inside, a
weight sensor will trigger a solenoid lock to move a deadbolt and automatically lock the box as
well as generate a new code, locking the driver out. The microcontroller will use its wifi
capability to send the new code to the user through a program to be ready for the next order. The
box will also keep the food at a high enough temperature to continually stay warm. When they
arrive, the user will use a calibrated fingerprint on the fingerprint sensor so they can open it at
any time securely.



1.3 Visual Aid
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Figure 1: Visual Aid

1.4 High level requirements

e Authentication: Authentication should initiate unlocking the box with correct inputs and
keep the box locked with incorrect inputs. Specifically, authentication using the keypad
should behave as described at 100% of the time, and authentication using the fingerprint
scanner should behave as described at least 80% of the time.

e Box Mechanism: The weight sensor in the box should detect the presence of an object of
at least 50 grams and initiate locking the box within approximately 20 seconds at least
95% of the time.

e (Code generation: A master keypad code should be generated 1 time when the user inputs
a master code in the website and temporary keypad codes should be generated when food
is placed on the weight sensor. The temporary code should be sent to the user within 1
minute + 20 seconds of generation.



2. Design

2.1 Block Diagram
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Figure 2: Block Diagram for Secure Delivery Dropbox
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2.2 Physical Design

Our lockbox will be constructed out of a modified locker (15"D x 15"W x 24"H) held in the
machine shop from previous projects. We will attach our keypad and fingerprint sensor on the
outside through holes drilled in the locker. The data and power wires will travel on the outside
into a box created on the outside to house the PCB, attached to the side of the locker (shown on
the door in Figure 4.). This is because the heating elements inside the box may harm the
electronics running it. The heating element will consist of nichrome coils at the top of the box,
far away from the weight sensor load cell at the bottom. A temperature sensor in the box will
send a temperature reading to our ESP.

4 N p——

Internal cross saction

Figure 4: Diagram of box with desired placement of box components



2.3 Subsystem Overview

2.3.1. Power

The power subsystem provides power for different components of the box to function. This
subsystem will use a power supply adapter to convert AC wall outlet power to 12 Volts 5 Amps
of DC power. We decided to use outlet power since we know that the heating subsystem will
require more power than a battery can provide. The approximate amount of current the whole
board will draw is around 2.6A, this is well below what our AC to DC converter can supply. This
DC power supply will then go through voltage regulators to achieve the desired output voltage to
power the components in other subsystems. The control subsystem will receive 3.3 Volts, the
heating subsystem will receive 12 Volts, the fingerprint scanner from the Authentication
subsystem will receive 5 Volts, the lock and the weight sensor in the box mechanisms subsystem
will receive 12 Volts and 5 Volts respectively. We step down the 12 Volts to supply 5 volts by
using an AP63205WU voltage regulator coupled with a 4.7uH inductor and 4 capacitors (22uF,
22uF, 10uF, 100nF), as specified by the datasheet [2]. We also step down the 5 Volts from the
AP63205WU to 3.3 Volts using a AP2112K-3.3 voltage regulator coupled with 2 capacitors
(1uF, 1uF), as specified by the datasheet [3]. There is also another voltage regulator that is not in
the power subsystem and is in the control subsystem. It is the AMS1117-3.3 and it is used when
programming the ESP 32 via usb-c. It regulates the voltage a computer provides from 5 Volts to
3.3 Volts and uses 2 capacitors to work(22pF, 1uF). This was in accordance with the
datasheet[4]. These voltage step downs are done in order to be able to use every component in
our design with only 1 12 Volt 5 A supply.

Lastly, there is a screw terminal with space for 2 wires which will be used to connect the power
and ground of the 12 Volt 5 A supply.

Requirements Verification
1. The buck converter must take a 12V la. Use the screw-in terminals on the 12V
input and output a 5V output AC/DC converter to attach the V+ and GND
to the PCB.

1b. Measure the voltage using a multimeter at
the V+ and GND of the AC/DC screw
terminal and verify that it is 12 Volts.

lc. Measure the voltage across Capacitor 9 by
putting the multimeter probes on both sides of
the capacitor, the voltage should read as 5

Volts
2. The linear regulator must take a 5V 2a. Use the screw-in terminals on the 12V
input and output a 3.3V output when | AC/DC converter to attach the V+ and GND
being powered by the barrel jack to the PCB.




connector

2b. Measure the voltage using a multimeter at
the V+ and GND of the AC/DC screw
terminal and verify that it is 12 Volts.

2c. Measure the voltage across Capacitor 7 by
putting the multimeter probes on both sides of
the capacitor, the voltage should read as 3.3
Volts

3. The linear regulator must take a 5V
input and output a 3.3V output when
being programmed via USB-C

3a. Connect the PCB to a computer via the
USB-C port

3b. Measure the voltage across Capacitor
1_polar by putting the multimeter probes on
both sides of the capacitor, the voltage should
read as 3.3 Volts
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Figure 5: Power subsystem schematic

2.3.2 Control

The control subsystem will make sure that all communication between subsystems are carried
out such that the box will be able to lock, unlock, manage heating, and send codes to the user. We
chose to use the microcontroller ESP-32-S3-WROOM-1[5] because of its Wi-fi capabilities,
which we will use for communicating with the user interface subsystem. The control subsystem
will receive 3.3 volts from the power subsystem to operate and 3.3 volts from a usb-c and

voltage regulator to program it.



The microcontroller will send the user, via the user interface subsystem, the temperature reading
inside the box as a notification when the food is placed in the box, along with the new randomly
generated keycode, while the user will send the microcontroller 2 inputs, the master keycode that
the user will set as well a whether the heating should be turned on or off. We chose to allow the
user to choose whether heating should be turned on or off because users might not want to heat
up some foods, such as drinks. The microcontroller will receive data from both the fingerprint
sensor and keypad, and use this data to determine whether to initiate unlocking the in box
mechanics subsystem, as outlined in the high level requirements. The microcontroller will also
receive a weight reading from the box mechanics subsystem, and use this information to
determine if there is food present inside the box. The microcontroller will then take this input,
the input of whether to enable heating, and a temperature reading inside the box from the heating
subsystem, and send a signal of whether to turn off or on the Nichrome heating inside the box, as
described in the high level requirements. If the user does not want heating to be turned on, no
matter the other inputs, heating will not be initialized. If the user does want heating and there is
food inside the box, the management of the heating will be as described in the high level
requirements.

Requirements Verification

1. EN button sends 3.3V to the EN pin in | la. Press and hold the Enable button (S1) on
the ESP 32 when pressed the PCB

1b. Put the positive end of the multimeter at

the EN pin of the ESP 32 and the negative end

of the voltmeter at the ground. It should read

as 3.3V.

2. BOOT button sends 3.3V to 100 pin in | 2a. Press and hold the Boot button (S2) on the
the ESP 32 when pressed PCB

1b. Put the positive end of the multimeter at

the IO0pin of the ESP 32 and the negative end

of the voltmeter at the ground. It should read

as 3.3V.

3. USB-C is properly connected to PCB | 3a. Plug in the USB-C into a computer

and can program ESP 32 3b. Import a test program using the Arduino
software (test programs are available for free
example)
3c. While the program is being imported
check the D+ and D- pins of the USB-C using
oscilloscope probes to see if there is any
waveform showing up. If there is it is working

4. New temporary code is generated 4a. Place food on the load cell

10



https://github.com/Lesinhovski/ESP32-Tester

within 1 minute + 20 seconds after
food is placed on the weight scale

4b. New code should be sent within 1 minute
20 seconds on the website

5. ESP32 correctly recognizes all input
signals from subsystems

5a. Connect each used input pin to a high
voltage of 3.3V

5b. Check that ESP verifies input on COM6
output terminal
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Figure 6: Control subsystem schematic
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2.3.3 User Interface

The User Interface will be a website that the user will use to interact with the PCB. It is essential
for the secure box to be able to function seamlessly for the user. The user can set their master
keycode for the keypad on the website and this code is sent to the microcontroller in the control
subsystem to use in connection with the authentication subsystem. The user will also have a
button on the website that will tell the microcontroller to turn on or off the heating inside the
box. The microcontroller will tell the user via the website what the temperature reading inside
the box is. The microcontroller will display on the website when food is inside the box. The
microcontroller will also send a notification containing a new randomly generated code when
food is detected inside the box through the website. All communication between the user
interface and the microcontroller occurs via HTTP. The user interface will be programmed using
C++ and will communicate with the ESP 32 using the HTTP protocol. Both the website and ESP
32 will perform POST and GET requests to communicate with each other.

Requirements Verification

1. Heater turns on within 30 seconds of la. Press the heater enable button on the

pressing the heater enable button on website
the website 1b. Wait up to 30 seconds for the heater to
turn on

1c. Check the website to see if the

12



temperature inside the box is increasing

2. User receives notification of food 2a. Send input on weight sensor by putting
arrival and new random keycode food on scale

2b. Check the website to see if a notification

arrives and new random keycodes get

generated within 1 minute 20 seconds.

3. User can create a new master key code | 3a. Enter a new 4 digit master keycode in the
master key code box on the website and press
enter

3b. Wait 1 minute 20 seconds

3c. Enter the new master keycode in the
keypad and enter your fingerprint to unlock
the box

2.3.4 Authentication

The Authentication subsystem consists of a basic 3x4 matrix keypad that is wired as described in
the datasheet[6] and a ZFM-20 Series fingerprint scanner[7]. The keypad will receive its 3.3
volts from the microcontroller and the fingerprint scanner will receive 5 volts from the power
subsystem to operate. The keypad component will allow the user to enter a specific 4 digit
keypad code and the driver to enter the randomly generated 4 digit keypad code that will initiate
unlocking the box when correctly inputted, however when incorrect keycodes are imputed into
the keypad, the box will remain locked, as specified by the high level requirements. The
fingerprint scanner component will allow only the user to use their fingerprint to unlock the box,
but the box will remain locked when other people’s fingerprints are used, as specified by the high
level requirements. We want a correct keycode to be able to unlock the box when food is not
inside the box, but once food is inside the box both the correct master code and a fingerprint are
required. This subsystem will give its data to the microcontroller to communicate with the lock
appropriately.

Requirements Verification

1. Keypad recognizes a correct code la. Program a master code onto the ESP
connected to keypad using the website

1b. Enter the password and check that the box
does not unlock

2. Keypad declines all incorrect codes 2a. Program a password onto the ESP
connected to the keypad.

2b. Enter the password and check that the
code doesn't recognize it and create a false
positive.

13




3. Fingerprint sensor recognizes correct | 3a. Register master fingerprint by following
fingerprint with 80% accuracy documentation on ESP

3b. Check correct fingerprint 20 times and

look for system verification at least 16/20

attempts
4. Fingerprint sensor recognizes 4a. Register master fingerprint by following
incorrect fingerprint with 100% documentation on ESP
accuracy 4b. Check incorrect fingerprint 20 times and

look for system verification on all 20 attempts

5. Check if dual factor authentication 5a. Put a weight on the load cell
unlocking works once there is food on | 5b. Let the box automatically lock in 30
the scale seconds

5c. Unlock the box using fingerprint and
keypad

Authentication Subsystem

. . QL Keypad
Finger Print _p
—3
17 —Oh J3
Conn_01x04 —Cb 1729076
- —Cb
_07
_CB

Figure 8: Authentication subsystem schematic

2.3.5 Box Mechanics

The box mechanics subsystem consists of the MP001161 electromagnetic solenoid lock [8] and
the SKU 314990000 weight sensor[9], used to lock the box as specified in the high level
requirements and detecting the presence of food as described by the high level requirements. The
lock and weight will receive 12 volts and 5 volts, respectively, from the power subsystem.

We chose to power the lock specifically with 12 volts from the wall outlet because solenoid locks

14



act like electromagnets and a lot of current ( about 500MmA) will rush into the lock to charge up
the electromagnet, so we will need more than a 9 volt battery can provide.

The lock will receive a signal from the control system that will indicate if it should be in the
locked or unlocked position. Based on the high level requirements the lock should be in the
locked position by default but when food is not inside the box, a correct keycode entry or
fingerprint entry should cause the lock to move to the unlocked position. When food is detected
inside the box, both a correct master keycode entry and fingerprint entry are required for the lock
to move to the unlocked position. When unlocked the lock will remain in the unlocked position
for 30 seconds before returning to the locked position. We estimate this is enough time to place
food inside the box or retrieve food from the box and close the door. The keycodes and
fingerprint entries will be sent to the control system that will convert these entries into signals for
the lock. Detecting whether there is food inside the box will be handled by the weight sensor.
The weight sensor will send a weight reading signal to the control subsystem, which will use this
input to carry out other functions of the box, as described in the control subsystem section. We
decided that the presence of food will be indicated by an object of at least 50 grams being placed
on the weight sensor. We chose a smaller weight sensor (0-500 grams) because most food orders
won’t exceed 500 grams, and we decided to make 50 grams our threshold for food since it's
about the weight of a single aerated food item, such as a donut.

The weight sensor circuit will feature an INA125 amplifier [10] to amplify the voltage signals
coming from the weight sensor. Since the weight sensor will produce small voltage signals that
are proportional to the weight applied to it, since our sensor is for smaller weights, we need the
amplifier or else the signal will not be strong enough for the microcontroller to read.

Requirements Verification

1. Solenoid lock activates and la. Connect ESP I/O pin to solenoid lock data
deactivates when prompted by ESP input

1b. Send a signal through the program

checking both activation and deactivation

prompts

2. Weight sensor receives and sends 2a. Connect weight sensor 1/0 pin to ESP
signal to ESP 2b. Place weight of 250g on sensor (avg

weight)

2c. Check that sensor output is correct on the

website

15
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Figure 9: Boxes mechanics substem schematics

2.3.6 Heating

The heating system consists of a DS18B20 digital thermometer temperature sensor[11] and 32
AWG Nichrome wire. The heating will be initiated when the user decides to keep their food
warm and food is correctly detected inside the box. The temperature sensor will receive 5 Volts
from the power subsystem and the wire will receive 12 volts from the power subsystem. The
temperature sensor will send a temperature reading to the control subsystem, the control
subsystem will use this reading and signals from other subsystems to control whether the
Nichrome wire is actively heating up. When the user specifies that they want heating on and food
is inside the box, if the temperature sensor reading indicates that the environmental temperature
is over 32.2 degrees Celsius (90 degrees Fahrenheit) the wire should stop heating up, but if the
temperature reading falls below 15.5 degrees Celsius (60 degrees Fahrenheit) the wire should
begin heating again. We will poll the temperature sensor every 30 seconds for its temperature
reading. The length of wire we will use to reach the desired temperature range and the
calculations done to determine it are described in the tolerance section.

Requirements Verification
1. The heater will turn off within 30 la. Turn the heater on using the enable heater
seconds after the temperature inside button on the website
the box is 78 degrees Fahrenheit or 1b. Wait for the temperature sensor reading on
more the website to be 80 degrees Fahrenheit or
more.
Ic. Once it is 80 degrees Fahrenheit or more,

16



check the heater enable button to see if it is
off and also check the heater inside the box to
see if it is off.

2. The temperature displayed on the
website is updated every 30 seconds

2a. Turn on the heater to change the
temperature

2b. Wait for the temperature on the website to
update

2c. As soon as it has updated start a timer for
30 seconds

2d. Once the 30 seconds are finished look to
see if the temperature has updated inside the
box
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Figure 10: Heating subsystem schematic
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2.4 Tolerance Analysis

One critical area of our project is the heating component. If the weight sensor is activated past
the threshold, the temperature isn't too high, and our enable signal from the user is high, the
ESP-32 needs to send a signal telling the heating to turn on. However, the data signal will be
3.3V like all signals from the ESP, nowhere near enough to power the heating element. To fix
this we used a circuit with a BJT with the ESP signal at the base. This will only allow the 12V A
current to travel from the source to drain through our heating coils when a 3.3V signal activates
the BJT.

IR2
Horz 2.5631136s Vert [ 69.825068mA
Cursor 2

Vin004)
Horz: 2.7524544s Vert [ 2.4817995V
Diff (Cursor2 - Cursor1
Horz 189.34081ms Vert ‘ 2.4119744
Freq: 5.2814815Hz Slope ‘ 12.7388

To control the heating element, we needed to find the right length that has the right resistance to
reach 80 degrees F. Using an online calculator [12] we found that a resistance of 36 Ohms should
fit our needs. We can then use an LT spice simulation to find the Voltage and current highs with
our setup.

Figure 11: LT spice simulation used to determine the voltage and current highs for our heating
component

We can then use this equation:

Vp = I x (Wire Length (inch) / 12) x (Resistance (Ohms)/12)

To calculate our wire length of about 11 inches (10.577) needed to reach the ideal temperature.

18



3. Cost and Schedule

3.1 Cost Analysis

3.3.1 Labor

According to [13], the average yearly salary of a graduate electrical engineer from UIUC is
$87,769. From an average work week of 40 hours/week, this works out to almost $50 per hour.
We expect to work an average of 15 hours per week for 10 weeks or a total of 150 hours per
person on this project.

Labor cost per person = $50/hour * 2.5 * 150 hours = $18,750
Total Labor cost = $18,750 * 3 people = $56,250

3.3.2 Parts
Part Manufacturer Quantity | Cost/Unit | Link
ESP32-S3-WROOM-1-N4R2 Espressif Systems 1 $3.10 Link
UJC-H-G-SMT-P6-TR Same Sky 1 $0.46 Link
AMSI1117-3.3 Texas Instruments 1 $1.01 Link
AP63205WU-7 Diodes Incorporated | 1 $1.38 Link
AP2112K-3.3TRGlI Diodes Incorporated | 1 $0.52 Link
1717729 Phoenix Contact 3 $2.74 Link
1729076 Phoenix Contact 1 $3.91 Link
282837-4 TE Connectivity 1 $0.90 Link
ALITOVE DC 12V 5A Power ALITOVE 1 $11.99 Link

Supply Adapter Converter
Transformer AC 100-240V Input

Tegg 1PC 3x4 Keypad MCU Board | Tegg 1 $9.99 Link
Matrix Array Switch Tactile Keypad
12 Button Phone-Style Matrix
Keypad for Arduino Raspberry Pi

Ultra-Slim Round Fingerprint Sensor | Adafruit 1 $19.95 Link
and 6-pin Cable

TIP102 STMicroelectronics | 2 $1.32 Link



https://www.mouser.com/ProductDetail/Espressif-Systems/ESP32-S3-WROOM-1-N4R2?qs=Li%252BoUPsLEns3eX9krmrDyw%3D%3D&srsltid=AfmBOoomO3-Y-GjeRjVebYN5Y07zkOHPgxQ_bPjgk0-kf-VOdQJVskXL
https://www.mouser.com/ProductDetail/Same-Sky/UJC-H-G-SMT-P6-TR?qs=IKkN%2F947nfBqYnVnqIS%2Fpg%3D%3D
https://www.mouser.com/ProductDetail/Texas-Instruments/LM1117MPX-3.3-NOPB?qs=X1J7HmVL2ZHRbBIxXi4utg%3D%3D
https://www.mouser.com/ProductDetail/Diodes-Incorporated/AP63205WU-7?qs=u16ybLDytRZtkj8PzdWCOw%3D%3D
https://www.mouser.com/ProductDetail/Diodes-Incorporated/AP2112K-3.3TRG1?qs=x6A8l6qLYDDPYHosCdzh%2FA%3D%3D
https://www.mouser.com/ProductDetail/Phoenix-Contact/1717729?qs=GFUSqQMLmmnDNVVYKmEndA%3D%3D
https://www.mouser.com/ProductDetail/Phoenix-Contact/1729076?qs=zFpBqiaOpnzvURk10bgZxg%3D%3D
https://www.mouser.com/ProductDetail/TE-Connectivity/282837-4?qs=A%252Bip%252BNCYi6MiQzbqNH27Ug%3D%3D&mgh=1&utm_id=17222215321&utm_source=google&utm_medium=cpc&utm_marketing_tactic=amercorp&gad_source=1&gclid=CjwKCAiA5pq-BhBuEiwAvkzVZb9KKkIt3XXU-Tm-AbAXY3YpGomiaU4P-F_m_lGOzd1a_9IuwOjG_hoC3fsQAvD_BwE
https://www.amazon.com/ALITOVE-Adapter-Converter-100-240V-5-5x2-1mm/dp/B01GEA8PQA/ref=asc_df_B01GEA8PQA?tag=bingshoppinga-20&linkCode=df0&hvadid=79920803409646&hvnetw=o&hvqmt=e&hvbmt=be&hvdev=c&hvlocint=&hvlocphy=&hvtargid=pla-4583520382284892&psc=1
https://www.amazon.com/Tegg-Tactile-Phone-Style-Arduino-Raspberry/dp/B07RY85MGF?crid=1MTRVSDG59HJ4&dib=eyJ2IjoiMSJ9.eSNVoW4n0S-PLG4Q2ecBFKRf4B56mujGWxh0mKtfl_ZNoER1--o9ROSyV-2QP1z8cFLH71SHLrdWKrr-p0OHQ620dExd5c_IemQDi90G7ihJmCPEAVAQfpmSX1S3ejtUUs7azRHj2_FwYb841jBN-qTvGeR_w_qK16liC6ZcoRp2Fk6aPU5cd_zly-gPcoh5FeY28qblrt8HzR6vxI_1JDsnYM6g5cy16KJi8EnzfTw.2XpvjzCiaAv5ThxgVUulZL7uLaF28Kbemf8a97sb8ME&dib_tag=se&keywords=3x4+keypad&qid=1740608238&sprefix=3x4+keypa%2Caps%2C108&sr=8-4
https://www.adafruit.com/product/4750
https://www.mouser.com/ProductDetail/STMicroelectronics/TIP102?qs=ljbEvF4DwONmWw0zLDYvVw%3D%3D

314990000 Seeed Technology $17.00 Link
Co., Ltd

Waterproof 1-Wire DS18B20 Digital | Adafruit $9.95 Link

temperature sensor

uxcell 0.2mm 32AWG Heating uxcell $7.29 Link

Resistor Wire Wrapping Resistance

Wires for Heating Elements 33ft

ATOPLEE 2pcs Electromagnetic ATOPLEE $19.99 Link

Solenoid Lock,DC 12V 0.8A Door

Drawer Tongue Down Slim Design

Assembly Magnetic Lock for Cabinet

Door Drawer,55X42X27mm

INA125PA Texas Instruments $6.79 Link

GRMO033C80J224KE90D Murata Electronics $0.08 Link

GRM21BR61C106KE15K Murata Electronics $0.13 Link

CLO05B104KP5SNNNC Samsung $0.08 Link
Electro-Mechanics

ERJ-6GEYORO0OV Panasonic Electronic $0.10 Link
Components

RCO0805FR-071KL YAGEO $0.10 Link

ERA-6AEB101V Panasonic Electronic $0.10 ink

Components

Total Cost: $189.09

3.3.3 Grand Total

Grand total = total labor cost + total parts cost

$56,250 + $189.09 =

$56,439.09
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https://www.digikey.com/en/products/detail/seeed-technology-co-ltd/314990000/5488115?msockid=06e001c7f15e60d90fae10aef55e66c8
https://www.adafruit.com/product/381
https://www.amazon.com/uxcell-Resistor-Nichrome-Resistance-Elements/dp/B07KC9Y8Z4?source=ps-sl-shoppingads-lpcontext&ref_=fplfs&psc=1&smid=A1THAZDOWP300U&gQT=1
https://www.amazon.com/Atoplee-Drawer-Electric-Assembly-Solenoid/dp/B01N650528?crid=3GUAKT8BFNCIX&dib=eyJ2IjoiMSJ9.ZX_mgTZbrW9E5219xVXV1WCSM1fI1kpi4dtYc-b9DzX-Fhh0KspqWA7R6_9Xy-PUkmyQfzivOQiEXYhwNnEM-My9yaIuaZ9e_riDDB6AHTrdVVFsDBin-SS56vU8q-2QJpASb5t0ZFav61xb10V7UuWtsVmC_BTFYXzUHGNcLjuTtpXi9Kz0zskxWWIw2zbVe2JmsK30tEGURtbuw2iuD40aS6-T5a4aTDBCIy4MMiM3KVZimt8xKYY9xbQfbpdewt48iLZuNUYrt9aP8ttfmCehy3AlENdgsLrJ_MGgsDfRgLJaYqiF-JOcv9dkeEt_x60RPUkjFmzmzPh0HGuQ5YtQBf4Z62yRpG758Kw0yYE.WRiVX4kA9W2eBF2si5yIIqeTOFHXtynDgGYAG9i8pDk&dib_tag=se&keywords=Solenoid%2BLock&qid=1739482582&s=hi&sprefix=solenoid%2Block%2Ctools%2C203&sr=1-11&th=1
https://www.mouser.com/ProductDetail/Texas-Instruments/INA125PA?qs=VBduBm9rCJT4WrK0l83RUg%3D%3D
https://www.digikey.com/en/products/detail/murata-electronics/GRM033C80J224KE90D/5027477
https://www.digikey.com/en/products/detail/murata-electronics/GRM21BR61C106KE15K/2546903
https://www.digikey.com/en/products/detail/samsung-electro-mechanics/CL05B104KP5NNNC/3886660
https://www.digikey.com/en/products/detail/panasonic-electronic-components/ERJ-6GEY0R00V/78163
https://www.digikey.com/en/products/detail/yageo/RC0805FR-071KL/727444
https://www.digikey.com/en/products/detail/panasonic-electronic-components/ERA-6AEB101V/1465724

3.2 Schedule

WEEK TASKS PERSON

3/3 Design Document Everyone
Continue buying parts Rohan
Start breadboard assembly Rohan

310 Continue breadboard assembly Everyone
Assemble PCB and test Taniah
Work on and tests power subsystems Work
Breadboard demo - Wednesday Everyone
Redesign PCB Dhruva
Second PCB order - Thursday Dhruva
Talk with machine shop and give parts received - Friday | Rohan

3/17

(spring break)

3124 Assemble new PCB and test Taniah
Modify the schematic if needed Everyone
Work on and test authentication subsystem Rohan
Work on and test control subsystems Dhruva
Work on user interface Taniah
Redesign PCB Dhruva

3/31 Third PCB order - Monday Dhruva
Work on and test box mechanics subsystem Rohan
Assemble new PCB and test Taniah
Individual progress reports due - Wednesday Everyone

4/7 Fourth PCB order - Monday Dhruva
Work on and test Heating subsystem Taniah
Assemble new PCB and test Rohan
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4/14 Team Contract assignment - Friday Everyone
Finalize all components of the box Everyone
Prepare for mock demo Everyone
4/21 Mock Demo with TA - Tuesday Everyone
Prepare for final demo Everyone
4/28 Final Demo Everyone
Mock Presentation Everyone
Prepare for final presentation Everyone
Work on final paper Everyone
5/5 Final Presentation Everyone
Final Paper due - Wednesday Everyone

22



4. Ethics and Safety

Use of Open Source Projects:

The work that we will be doing in this project will use open source projects as needed. It
is important to make sure that the open source projects that we use get credit. This is in
accordance with the ACM code of ethics 1.5[14]. It is important to recognize those who have
helped us make this project by giving them credit.

Privacy:

Because our project requires us to use fingerprints we will not use the fingerprints that
users store for anything other than opening the secure box. The fingerprints will be directly
stored on the microcontroller and will not be sent anywhere else. This is in accordance with the
ACM code of ethics 1.6 [14]. It is to make sure that users know that their information is being
stored securely.

Safety:

Voltage regulators will be used in this project to ensure that the voltage source and that
the pcb do not overheat and /or short circuit. Using Lab safety equipment when appropriate also
will be done to uphold maximum safety. The heating subsystem also must not overheat to
dangerous levels above 80 degrees Fahrenheit. To make sure this does not happen we will
perform calculations to make sure the voltage and current we are supplying the nichrome make it
so it never reaches above 80 degrees Fahrenheit. Also rigorous safety testing of all parts of the
project will be done before it is finished to ensure it works as intended. This is to ensure that
IEEE 1.1 [15] is followed and that no one is harmed because of an error this project has made.

Unlawful/Unethical Conduct:
We will not perform any unlawful/unethical activities to create this project such as but

not limited to using code/hardware that is not available to use and bribery. IEEE [.4[15] says
that bribery and unlawful conduct should not be done to uphold high standards of integrity.
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