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\ajor Commodities

<+ Web traffic (categorized by topic and country origin)
- Topics: gambling, pharma, adult, etc.
- Origin: US, EU, Asia, Mix, etc.
- Sources: SEO, spam, ads, bots, resale, etc.

- Monetization: affiliate marketing, click fraud, resale

< Installs (categorized by target country)
- Target: US, EU, Asia, Mix, etc.
- Sources: compromise (Web, email, etc.), trojans, resale, etc.

- Monetization: bots (e.g. spam), ransomware, fake AV, etc.
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Select all squares that match the label:
Sarah Connor.

if there are none, click skip.




CAPTCHA: Using Hard AI Problems for
Security

Luis von Ahn'!, Manuel Blum!, Nicholas J. Hopper!, and John Langford?
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Abstract. We introduce CAPTCHA, an automated test that humans can
pass, but current computer programs can’t pass: any program that has
high success over a CAPTCHA can be used to solve an unsolved Artifi-
cial Intelligence (AI) problem. We provide several novel constructions of
CAPTCHAS. Since CAPTCHAsS have many applications in practical secu-
rity, our approach introduces a new class of hard problems that can be
exploited for security purposes. Much like research in cryptography has
had a positive impact on algorithms for factoring and discrete log, we
hope that the use of hard AI problems for security purposes allows us
to advance the field of Artificial Intelligence. We introduce two families
of AI problems that can be used to construct CAPTCHAs and we show
that solutions to such problems can be used for steganographic commu-
nication. CAPTCHAs based on these Al problem families, then, imply a
win-win situation: either the problems remain unsolved and there is a
way to differentiate humans from computers, or the problems are solved
and there is a way to communicate covertly on some channels.



1 Introduction

A CAPTCHA is a program that can generate and grade tests that: (A) most
humans can pass, but (B) current computer programs can’t pass. Such a program
can be used to differentiate humans from computers and has many applications
for practical security, including (but not limited to):

— Online Polls. In November 1999, slashdot.com released an online poll ask-
ing which was the best graduate school in computer science (a dangerous
question to ask over the web!). As is the case with most online polls, IP
addresses of voters were recorded in order to prevent single users from vot-
ing more than once. However, students at Carnegie Mellon found a way to
stuftf the ballots by using programs that voted for CMU thousands of times.
CMU’s score started growing rapidly. The next day, students at MIT wrote
their own voting program and the poll became a contest between voting
“bots”. MIT finished with 21,156 votes, Carnegie Mellon with 21,032 and
every other school with less than 1,000. Can the result of any online poll be
trusted? Not unless the poll requires that only humans can vote.

E. Biham (Ed.): EUROCRYPT 2003, LNCS 2656, pp. 294-311, 2003.
(© International Association for Cryptologic Research 2003



A CAPTCHA is a program that can generate and grade tests that: (A) most
humans can pass, but (B) current computer programs can’t pass. Such a program
can be used to differentiate humans from computers and has many applications
for practical security, including (but not limited to):
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Motoyama et al. “Re:CAPTCHASs — Understanding CAPTCHA-Solving Services in an Economic Context”, USENIX Security 2010.



Automated CARPTOHA Soving

<+ Can CAPTCHAs be solved automatically?
<+ Hard to automatically solve all possible CAPTCHAs

<+ May be possible to build solver for specific family



Automated CARPTOHA Soving

< Xrumer 5.0.0 released
in Oct 2008 with
solvers for broad range
of CAPTCHASs used in -
forums/blogs lwﬂomrohvfkii




Automated CARPTOHA Soving
Mivakee- 4.  peaction Brenda rOAgEls TERe

Early 2008 Dec 16, 2009 Dec 24, 2009

< Reported to the public on Dec 15, 2009

- Approx. 30% accuracy against old reCaptcha and 18%
against current (at the time) reCaptcha

< Dec 16, 2009 automated solving rolled into popular
Decaptcher.com service (at 25% normal price)

<+ Dec 24, 2009 reCaptcha changed to modern version
(blobs): Solver no longer effective.



Automated CARP TCHA Solving

Solvers are fragile:
Easy to change CAPTCHA to break current generation
of solvers that are tuned for specific family

Cost of developing automated solver is high
- Requires highly skilled labor and time

How many does an automated solver have to solve to
break even?



£3 Anti Captcha: automated
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+ Cheapest price on the market

Starting from 0.5USD per 1000 images,
depending on your daily upload volume

v Payasyougo registration
Pay-per-captcha payment basis. Minimum refill is

1 USD, no recurring charges @ Client area

v~ 99.99% uptime since 2007
? v Vast amount of workers and premium

infrastructure allows us to provide highly reliable
24/7/365 service

Your app uploads a captcha

to our server
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Easy API integration Unlimited number of High-speed request
simultaneous uploads processing

@
We assign a worker for your
captcha

100% of captchas are solved by human workers from
around the world. This is why by using our service you help
thousands of people to feed themselves and their families.
Check out some of their stories here.

An average worker makes about $100 per month which is
a very good salary in such countries like India, Pakistan,
Vietnam and others. With your help they now have a
choice between working in polluted industries and working
in front of a computer.

United Kingdom
Venezuela

N/A

United States —
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100% of captchas are solved by human workers from
around the world. This is why by using our service you help
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&
Worker types answer and we
send it to your app

TOTAL 24H ERRORS

+ - 3 + - .
Average solving time 7.1 Workers banned 1023255 n
o + sec & +
@

Our advanced quality control system monitors worker's entries

and quickly eliminates cheaters. \/




¢ Costs for Recaptcha: from 1.8 USD per 1000 solutions.

¢ Costs for Funcaptcha: from 1.8 USD per 1000 solutions.

¢ You don't need to emulate browser and run javascripts.

¢ You send us "sitekey” or "public key" value.

* We give you "g-recaptcha-response" and you simply submit form with it.
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CAPTCHA Study

- Sign up as service customers (8 services)

+ Pay for CAPTCHAs to be solved (26 distinct commercial CAPTCHAs, plus
custom-designed challenges)

» Every 5 minutes for every service..
+ Use to probe behavior of service under different conditions

- Sign up as laborers (2 “job sites” matched with service)
+ Kolotibablo - Antigate
+ Pixprofit > Decaptcher

+ Monitor which CAPTCHAs asked to solve
(our own CAPTCHAs “tagged” to allow easy identification)

 Let run for months...



Accuracy and Latency
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CAPTCHA Types
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Capacity

Incrementally increased load (32-1536 threads)
+ Each thread submitted new CAPTCHA after old one solved

Unable to max Antigate out (41 CAPTCHASs/sec)

Other services

+ Decaptcher, Captchabot: max at 14-15/sec
+ BeatCatpchas: max at 8/sec

+ BypassCaptchas: max at 4/sec

If we assume 10-13sec/CAPTCHA (and no other users)
+ Antigate has at least 400-500 workers

+ Decaptcher/Captchabot: 140-200 workers

+ BeatCaptchas: 80-100 workers

+ BypassCaptchas: 40-50 workers



emograpnics

Which labor markets are driving CAPTCHA-solving?

ldea: get CAPTCHA solvers to reveal information about their
country or location

Two approaches

+ Language CAPTCHA: asks for word to digit translation in 20+ languages
+ Local time CAPTCHA: asks for current time in 14 languages

BeBegute nokasaHHble Ldpbl
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Language Example AG BC BY CB DC IT All
English one two three 51.1 37.6 476 40.6 39.0 62.0 392
Chinese (Simp.) — — == 484 31.0 000 689 269 358 35.2
Chinese (Trad.) — — = 529 244 000 638 302 33.0 341
Spanish uno dos tres 1.81 13.8 0.00 290 7.78 56.8 13.9
Italian uno due tre 365 845 0.00 465 544 571 132
Tagalog sa dalawa tatls  0.00 5.79 0.00 0.00 7.84 572 11.8
Portuguese um dois trés 3.15 10.1 0.00 1.48 398 489 11.3
Russian ogMH ABa TPM 241 0.00 0.00 11.4 055 165 876
Tamil gam @ran® ewen 226 21.1  3.26 0.74 12.1 536 747
Dutch een twee drie 4.09 136 0.00 0.00 1.22 31.1 6.30
Hindi Uk & A 105 538 247 152 630 949 5.94
German eins zwei drei 3.62 0.72 0.00 146 058 29.1 5091
Malay satu dua tiga 000 142 0.00 000 055 294 523
Vietnamese moét hai ba 046 207 0.00 000 1.74 18.1 3.72
Korean 2! O] &F 000 000 000 000 000 202 337
Greek Eva duo Tpia 045 0.00 0.00 0.00 0.00 155 2.65
Arabic g el & 000 0.00 0.00 000 000 153 2.56
Bengali aF 58 59 045 0.00 9.89 0.00 0.00 0.00 1.72
Kannada wodo a0@ dwde 091 0.00 0.00 0.00 055 6.14 1.26
Klingon r < €« 000 000 0.00 000 000 1.12 0.19
Farsi Su s 4w 045 000 0.00 0.00 0.00 0.00 0.08
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CAPTOHA Reality

% Wanted: Prevent automated access to services

<+ Assumption: Making users solve CAPTCHAS
prevents automated abuse

% Found: Attackers uses humans to solve CAPTCHAS

- Rest of abuse workflow remains automated



CAPTCHA Insignt

<+ Are CAPTCHAS broken?

)

<+ NO? CAPTCHAS hard to solve in the fully general case

- But a concrete family can be solved automatically
- Easy for CAPTCHA producer to modify family and break solver
- Automated solvers “waste of time” (according to one service operator)

<+ Yes? Do not prevent automated abuse!

- CAPTCHAs solved by human labor for automated tools



CAPTCHA Insignt

< Insight: CAPTCHAS introduce additional cost to attacker

- 1/10 cent to bypass a CAPTCHA

< Insight: Deters rational profit-motivated attacker when
(cost of solving captcha) > (expected revenue)

<% Eliminates nuisance attacks

- Attacker business model must support added cost

Motoyama et al. “Re:CAPTCHASs — Understanding CAPTCHA-Solving Services in an Economic Context”, USENIX Security 2010.



