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Passwords

❖ Password: (a) secret known to a user that is (b) used to 
authenticate the user to a system (c) by supplying it to 
the system when challenged


❖ Authenticating system needs to be able to verify that the 
supplied password is correct



4 Analysis on Passwords

Our research and analysis of identity leaks for the Identity Leak Checker
Service does not only allow us to warn victims, but also to conduct large-
scale password analysis on anonymized data. In this section, we first in-
troduce the data sources we have used and then derive statistics on the
large amount of included credentials.

4.1 Leak Overview

For our analysis of credentials, we have gathered and normalized the
biggest publicly available identity databases to date. Altogether, we have
found 31 identity leaks with most of them having nearly 1 billion creden-
tials in them. Table 1 summarizes the most important information about
the analyzed leaks.

ID Name Passw. routine Accounts with passw. Leak date

1 000webhost.com $p 15 035 687 ⇡ Mar. 2015
2 17.media md5($p) 3 824 575 ⇡ Sep. 2015
3 51cto.com md5(md5($p).$s), md5($p) 3 923 449 ⇡ Dec. 2013
4 7k7k.com $p 9 231 185 ⇡ Oct. 2011
5 aipai.com md5($p) 4 529 928 ⇡ Apr. 2011
6 ashleymadison.com bcrypt($p) 36 140 796 ⇡ July 2015
7 badoo.com md5($p) 122 730 419 ⇡ June 2016
8 csdn.net $p 6 425 905 ⇡ Oct. 2011
9 duduniu.cn $p 14 192 866 ⇡ Aug. 2011
10 gawker.com des($p) 487 292 ⇡ Dec. 2010
11 gmail.com $p 4 925 994 ⇡ Sep. 2014
12 imesh.com md5(md5($p).$s) 51 308 651 ⇡ Sep. 2013
13 ispeak.cn $p 8 294 278 ⇡ Apr. 2011
14 linkedin.com sha1($p) 112 275 414 ⇡ Feb. 2012
15 mail.ru $p 5 269 103 ⇡ Sep. 2014
16 mate1.com $p 27 402 581 ⇡ Feb. 2016
17 mpgh.net md5(md5($p).$s) 3 119 180 ⇡ Oct. 2015
18 myspace.com sha1($p) 358 986 419 ⇡ 2008
19 naughtyamerica.com md5($p) 989 401 ⇡ Apr. 2016
20 nexusmods.com md5(md5($s).md5($p)) 5 918 540 ⇡ Dec. 2015
21 r2games.com md5(md5($p).$s), md5($p) 11 758 232 ⇡ Oct. 2015
22 renren.com $p 4 392 208 ⇡ Nov. 2011
23 sprashivai.ru $p 3 472 645 ⇡ May 2015
24 taobao.com $p 14 769 995 ⇡ Jul. 2015
25 tianya.cn $p 29 642 564 ⇡ Nov. 2011
26 twitter.com $p 26 121 984 ⇡ June 2016
27 vk.com $p 92 144 526 ⇡ 2012
28 weibo.com $p 4 529 994 ⇡ Dec. 2011
29 xiaomi.com md5(md5($p).$s) 8 281 358 ⇡ May 2014
30 xsplit.com sha1($p) 2 990 112 ⇡ Nov. 2013
31 yandex.ru $p 1 186 565 ⇡ Sep. 2014
Total accounts with email addr.: 994 301 846 , Total distinct email addr.: 884 460 979

Table 1: Analyzed identity leaks ($p - clear password, $s - salt)
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