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Definitions

<+ What does the work partnerka mean?

- Russian Internet slang term for an affiliate program

<+ What is an affiliate program?
- Program that pays affiliates to drive traffic to a Web store

- Affiliates earn a commission on revenue from their traffic



licit Advertising Value Chain

* Advertiser

1 Advertisi Nng (affiliate)

Getting message to user

lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

2 Click support

Making it possible for user to act
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3 Conversion

Turning user action into money L
: Affiliate program
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licit Advertising Value Chain
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AFFILIATE PROGRAMS
SPAMMER VIEW




20™ GENTURY WAY

Find a way fo spam
Figure out what to sell
Make promo materials
Register domarns

Get DNS and Web hosting
Set up storefront



215T GENTURY WAY

Find a way fo spam

Jon affiliate program
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Bvicokas npubwiie

B pamxax mapracpcxoit mporpamysl RX-Promotion se1 Moxere
sapabarsiears BILI0TH 20 60% OT CyMMEl KUKIOH yenemson
CACAKH # 210 15% OT 0XOI0B KAKI00 NPHAICSCHHOND BaMH
YYaCTHHKSE. DTH WHPPLI FOBOPAT Camit 3a cela.

Buvinnamet no mpebosanuto

[TOCTORHHBIM NAPTHEPAM FAPAHTHPYIOTCH IIPAKTHHCCKH
MIHOBCHHOS NEPCIHCICHAE JCHEr 6E30 BCAKHX JANCPAKCK H
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YOTAHAMNIMBAN MANAMATBNLC UCHLL MOKHO CHHXETL CTOMMOCTS
OTACHBHIX JCKAPCTS JUIA IPHRICYCHAR KAHCHTOB, COXPAHAS
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Bo3zmoxcHocms omkpsime C80U
MA2a3uH
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JOMCHHOC HM=. BripoucM, Ba MoeTe BuIOpars 1000# XOCTHHT,
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[Tom

KUTODLIH BaM HOJIXOJMT.

,17 EMAIbHWIA cmamucmukda

HTo0M YHPABIATE YCNCUWIHLIM OMIHCCOM, HYXHO ~ACPKATL PYKY
N\ Ha OYALCE” , KONTPOAHPOBATS BCC MPOHCXOAAIICE H NONYYATSH
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HUXORJICHHSRE KIHCHTOB, HOVIYHHTDE CBCICHHA O TOM, KaX OHH

NONANH HA CART, KOIA2 COBCPILIHAH CACAKY. ITH H APYTHE
CTATHCTHYCCKHC AAHHLIC NPCACTARICHN B YA0OHOM BH/ICH
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UnmepecHvie KOHKYPCbI
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AFFILIATE PROGRAM

Hand(es logistics
Storefront, payment, fulfillment

Pays a commission

Lets spammer focus on sPamming



—Role of Alfliate FPrograms

<+ Affiliate programs decouple advertising and sales
- Affiliates attract customers and earn a commission on sales

- Program handles click support and conversion

<+ Competition between affiliates leads to continued
iInnovation in advertising strategies

< Program is isolated from risks of affiliates and vice versa

<+ Most advertising spam today relies on affiliate programs



Nside Affilate Programs

< 2010: Turf war between two major affiliate programs

- Each side hacks into and leaks data from the other

<+ Result: Complete data from three major programs

Program Period Affiliates Customers  Billed orders  Revenue
GlavMed } Jan 2007 — Apr 2010 1,759 584,199 699,516 $81M
Spamlt Jun 2007 — Apr 2010 484 535,365 704,169 $92m
RX-Promotion \ Oct 2009 — Dec 2010 415 59,769 — 69,446 71,294 $12m

\

sister programs run by the same organization
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Sales Volume and Revenue

Spamit

affiliate program
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Sales Volume and Revenue
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opamlt Sales by Age

(excluding erectile dysfunction)

Age
Female Hormones {85}, Hormones Male
80{l.  Heart
Heart - 475{k. | Obesity
Infection | 75479 Infection

Sy L ale Enhancement

Pain ] S,

Mental Health -

| [ I I I |
1 0O O 1 2
% Iltems % Iltems
Pitsillidis et al. “Pharmaleaks. Understanding the Business of Online Pharmaceutical Affiliate Programs”, USENIX Security 2012,



Customers and Drugs

<+ 97% of sales from western countries (/5% from US)
< Mainly erectile dysfunction and narcotics

<+ Small number of clearly non-recreational purchases

- E.g. heart and cancer drugs



Other Affllate Programs

<+ (Already discussed) Pharmaceuticals and luxury goods

% (Codecs

% Fake AV

<% (Casinos

< Adult and dating

% Ransomware

<+ Reselling traffic



Codec Afflliate

—rograms

<+ How does a codec affiliate program work?

- Affiliates get users to install software promoted as video codecs

- Codec affiliate programs are a form of pay-per-install

<+ Pay-per-install (PPl) programs pay affiliates a fixed fee for
getting software installed on users’ machines

- Installs may be resold to someone buying installs

- Installs may be monetized directly



\onetizing Installs

<+ Fake antivirus software

% Ransomware

<+ Spam bots

<+ |Information theft

<+ Cryptocurrency mining

<% Adware

* Freemium software



Nstalls

Range of legitimacy among installs
Malware: clear harm to user or computer

Possibly Unwanted Programs (PUPSs)

- e.g. adware

Legitimate software



—ake ANtivirds Software

< |nduce user to purchase antivirus software
- Regular popup dialogs saying system is compromised

- Registering fake antivirus software only way to make it stop
< Initial infection may be via fake in-browser virus scanner

<% (Can also infect via other vectors



Fake in-
browser
scanner

Other install
mechanisms

Fake AV
purchase

In-system
POPUPS




