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“It is generally not possible for radios to receive and transmit on
the same frequency band because of the interference that
results.”

- Andrea Goldsmith, “Wireless Communications,” Cambridge Press, 2005.

Why Aren’t Radios Today Full Duplex?
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With self-interference cancellation,
radios can transmit and receive on
the same channel!

Radio 2




Self-Interference Cancellation
enables full-duplex, doubles spectral

efficiency
LTE requires
paired Transmitted Signal
frequencies
Received Signal
Channel 1 Channel 2
Full-duplex | SR e
uses single :
frequency for Transmitted Signal Free Channel
same :
performance Received Signal : :

Channel 1 Channel 2



Full Duplex Boosts Spectral Eff| iency

in face of slowing gains due to coding technology IlmltSI

Spectral Efficency Gains

Source: NGMN 136 11.42

Bits/Sec/Hertz

HSPA Rel-6 HSPA Rel-7 HSPA Rel-7 LTE 1x2 LTE 2x2
1x2 1x2 2x2



Applications of full duplex radios:

 TX/RX on same time same channel - =
o WiFi AP \
— Double Spectral Efficiency! \ o

e Extend range with full duplex relays

* WiFi Backscatter WiFi AP

* Better MAC: CSMA/CD in wireless

* Motion tracking & imaging in WiFi = AP))

e Security: Friendly Jamming Motion tracking &

Imaging




Radio 1 Radio 2

é‘ Rx
RX X

Isn’t this easy to solve?

After all we know the interfering signal, why can’t we
just “subtract” it?



Solution 1: RFID Readers Already Do It!



Solution 2: Circulator

TX RX
RF Frontend RF Frontend




Solution 3: Nulling by Antenna Placement.

[ | |

X1 RX TX 2
RF Frontend RF Frontend RF Frontend




Solution 4: Nulling in hardware

X1 RX X2
RF Frontend RF Frontend RF Frontend




Do we know what we are transmitting?

..................



Do we know what we are transmitting?

== \Nhat we think we are transmitting
® ¢ ¢ *Noise floor

40 original two tones
20 L J
0
E .20
3
= -40
3
a -60 e
-80
.......‘.'...............- *
-100 ‘_‘ m m r\ m ‘_‘ m m ’\ .................
3333%3#2##Centeredat
™~ ™~ ™~ ™~N ™~ ™~ o~ ™~ ™~ ™~
Frequency (GHz) Carrier Freq

(2.45GHz)

13



Do we know what we are transmitting?

What the radio actually transmitted
¢ ¢ ¢ *Noise floor

T ‘ 40 original two tones

== What we think we are transmitting
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Transmitted Signal = Signal + Harmonics + Noise

Self-Interference = Signal + Harmonics + Noise



Power in dBm

If you were to cancel, how should we cancel?
A

Self-Interference Signal

Harmonics

Noise
Cancel Tx Noise to
reach noise floor

|
+
+

A 4

Receiver Noise floor




Solution 5: Analog & Digital Cancellation

Take the copy of the signal and
cancel it!

oooooooooooooooo
b
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Solution 5: Analog & Digital Cancellation

oooooooooooooooooooooooooooooooooooooooooooooooo

i Analog Cancellation
Take the copy of the signal and ST _)®
cancel it! i Protects ADC from saturating :

Analog Cancellation eliminates

Noise in analog domain, protect
the ADC

Digital Cancellation eliminates the
residual signal and harmonics.

Digital Cancellation
Eliminates all Linear and Non-
Linear Distortion (Harmonics)
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Does this solves the proble

T

Circulator

ooooooooooooooooooooooooooooooooooooooooooooooooooo

: Analog Cancellation
Eliminates all noise and
: Protects ADC from saturating

TX RF
Frontend

Digital Cancellation

Eliminates all Linear and Non-
Linear Distortion (Harmonics)

RX RF
Frontend
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Challenge: Self-Interference is dynamic

Reflector

Motion tracking

Circulator

Self-Interference

................................................... R
: Analog Cancellation
: Eliminates all noise and : @
: Protects ADC from saturating R
TX RF RX RF
Frontend Frontend di d>

time (delay)

Digital Cancellation
Eliminates all Linear and Non-
Linear Distortion (Harmonics)
R



oooooooooooooooooooooooooooooo
.

Analog RF Cancellation

ooooooooooooooooooooooo

Circulator (-15dB)

oooooooooo

RF Cancellation Circuit

R

T I R
X - _ RX
RF Frontend Adaptive Algorithms RF Frontend
I oooooooooooooo

Digital Baseband
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Analog RF Cancellation

RF Cancellation Circuit

TX
RF Frontend

Adaptive Algorithms

RX
RF Frontend
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Digital Baseband Cancellation

R
isolator (-15dB) R
T RF Cancellation Circuit R
TX t RX
RF Frontend Adaptive Algorithms RF Frontend
I --------------------------------------------------------------------

imbalance)

Digital Baseband Cancellation

Eliminates 2"+ Order Non-Linearities (e.g. Intermod Products, LO leakage, 1Q
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Digital Baseband Cancellation

original two tones

L

J

TX
RF Frontend

original two tones

L J

harr#onics
RF Cancellation Circuit
! -
Adaptive Algorithms RF Frontend

P—

Eliminates 2"+ Order Non-Linearities (e.g. Intermod Products, LO leakage, 1Q

imbalance)

Digital Baseband Cancellation

harml)nics
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Evaluation: Does that translate to doubling of
throughput in practice?

* Testbed: Indoor office noisy environment, various
locations for the two full duplex radios.

 Compare throughput achieved in full duplex with
that achieved in half duplex

* Full duplex implemented using our approach, and
prior balun and extra TX chain based approaches

Throughput of FD
Throughput of HD

Gain =



Evaluation Q2: Does that translate to doubling of
throughput in practice?

—Balun Cancellation —Extra Transmitter —QOur Design
1
0.8 _’_’_,
u 06 Worse than
o Half Duple
O 44 alf Duplex
0.2
0
0 0.5 1 1.5 2

Gain vs Half Duplex

Design achieves the theoretical throughput doubling




Does our desigh work with the
widest WiFi bandwidth of SOMHz?

Implemented using WiFi 802.11ac 80 MHz.
RS equipment, since other hardware cannot support 80 MHz wideband
External commercial-grade PA required to boost signal generator’s RF output,

also introducing non-linearities, obviating any benefit RS equipment afforded us.
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Cancellation Performance

80 MHz Bandwidth. WiFi OFDM waveform, 20 dBm TX power at 2.45 GHz

 \Wideband

* Tunesto
environmental
changes within
8us, needs to be

re-tuned every
100ms

Power in dBm

10

-10
-30

-50

-70

80 Mhz Spectrum
62 dB ——Tx Signal
F\W"'M NWM.-‘ -=-- Residual Signal after
I' ‘ "\r’ \ AC
: v \
3 48 4B Yo Residual Signal after
DC

— -Noise Floor

2.41 2.46
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Full duplex radios: MIMO
How is the MIMO full duplex problem different?

3 Antenna Full Duplex MIMO Radio

Want:

* Cancellation complexity scales linearly with M (number of antennas).

 Cancellation residue is the same as the SISO full duplex, i.e. it does not
degrade with increasing number of antennas.
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How is the MIMO full
duplex problem ™
different? "

Circulator Circulator

MIMO full duplex has quadratically more number of signals
to cancel because of the presence of cross talk.




FastForward: full duplex relays

Self-Interference
WiFi AP FE: Full Duplex . -a|lation enables
WiFi Relay _
—— the relay receives a
((¢ 4 !
transmission from the
‘ AP and re-transmits it
\ after ‘Construct and
Forward’ to the client

Fi :
@o. simultaneously

FF designs ‘Construct and Forward’ relaying technique




Implementation of FastForward

* Built using WARP SDR platform, designed for 802.11
e Custom designed construct & forward filter boards & self-interference cancellation

e BW 20MHz, 20dBm TX power
* Built 2x2 MIMO FF Prototype

Full Duplex

Analog
Constructive
Filter (ACNF)

....... n...
o TX
ifrontend:
l Digital Constructive
Filter

Block Diagram

(D) ~

@Y T - e glieen

Prototype



FastForward: full duplex relays

Typical WiFi Coverage Improved WiFi Coverage &
& Capacity Capacity with full duplex relays
140

120

100

Bitrates in Mbps
Bitrates in Mbps

FF works with existing WiFi APs & improves a typical home
WiFi network’s throughput and range by 2-3x



Warehouse Management




An inventory Cyc\e n a smg\e warehouse takes
MOore than a month (NY Times)

\\

N !
.
N _ "

Walmart lost 3 b|H|Oﬂ dollars Iin a single year
because of inventory mismatch (Fortune)




Battery-Free RFIDs for Inventory Control

((

RFID Tag

5-10 cents each

Read and uniquely identify it from a distance



Battery-free RFIDs are fundamentally crippled by

their [imited@Communication range




REly: Enabling wide-area battery-free
sensing and localization using drone relays




REly: Enabling wide-area battery-free sensing and

localization using drone relays

E_ﬁnal too weak to

pOwer up tag

0/78 %

Tag

—liminates blind spots
’'d  Accurately localizes

e [ransparent to existing
RFID infrastructure










HOwW can we localize through
a mobile relay”?



How can we localize through a mobile relay”

e State-of-the-art localization proposals leverage

antenna arrays

ArrayTrack [NSDI'13], PinPoint [NSDI'13], Pinlt [SIGCOMM’13],
RFIDraw [SIGCOMM’14], UbiCarse [MobiCom’14]

—~
Antenna array —<

< ;

—< RFID




Flight Path Emulates Antenna Array
-light path

Combine antenna
arrays to localize

ag



Antenna array-based localization

3
Localization output
2.5
2
= .\ \

Standard antenna array model tails for
through-relay localization

05‘ A '
S\

Actual tag location

’ N
Drone flight path \ ‘
-0.5 -

-0.5 O 0.5 1 1.5 2 2.5 3
SMEIES)



Problem: The reader obtains a re-directed link not

a direct link

Reader
RFID Tag



Problem: The reader obtains a re-directed link not

a direct link

Must disentangle the two directions in order to localize

] |

Reader

RFID Tag



Solution Idea: Employ a backscatter mechanism
N the relay

Antenna array localization hinges on phase measurements

distance

Phase ¢ = 271%

wavelength



Solution Idea: Employ a backscatter mechanism
N the relay

Disentangle the two directions and apply antenna
array equations on each of them independently

A
EFmbed RFID ~/
[l | ( d1 +d2]
RFID= 2TT \

into relay
d, iterate

ORFID - Prelay= ZH%

Reader RFID Tag



RFly's Localization Algorithm

—xtend

q

3

2.5

1.5 \
K Actual tag location

Localization output

0.5

-ly's localization algorithm to address dense

multi-path In Indoor environments

SMEIES)



How can we preserve the pr
iNg tr

a relay while extend

ase through
e range”



How can we preserve the phase through
a relay while extending the range?

Range extension requires
amplifying the relayed signal

RFID Tag

Reader



Problem: More amplitication results in more

self-interference

Four sources of self-interference

Downlink

vV ~ ¥V

Today'’s full-duplex relays [siGcomm’14, IEEE Comm Surveys’15]
distort phase and timing characteristics required for

IR A @AW A

localization

Y @"

Uplink

RFID Tag



RFly cancels self-interference entirely In
the analog domain

Y Ble)Vialllal
>M

A 4 \ 4

Amp

Uplink



RFly cancels self-interference entirely In
the analog domain

Y Ble)Vialllal
>M

\ 4 \ 4

Amp

Uplink



RFly Incorpo

to elim

inate |

Y | Freq.

rates a frequency shifting mec

d

nterference between output ar

f!

f!

Downlink

Shifter "[AMP

A

A{

Amp

Uplink

IS
iInput




Problem: RFIDs operate by retlecting received

signal
Y Downlink £
| Freq. X
Shifter M/

v Y

Amp

Uplink



Solution |dea: Exploit the signal structure of
pbackscatter communication

| f’—5KHz

leakage signal

V4
V4
-4

f’ f+500KHz  Freq.

N

:{

D (reflection) response

Use filtering in order to preserve RFID’s response but
eliminate self-interterence



Use filtering in order to preserve RFID’s
response but eliminate selt-interference

Y Downlink £
| Freq. X

v Y

Amp

Uplink



Use filtering in order to preserve RFID’s
response but eliminate selt-interference

Y Downlink
| Freq. X
Shifter Amp
Y Amp | Filter

Uplink



Leverage the same technigques on the uplink

Downlink

Y | Freq.

Shifter

Y Amp | Filter J

Uplink

| Amp




Leverage the same technigques on the uplink

Frequency shifting distorts phase information due to

Carrier Frequency OffsyCFO)

¢(output) = d(input) + ¢'(t)
Downlink

Y | Fitter |——| "ea- 1=,

Shifter] © |AMP

Amp|e—i—| 7160 || Fijter J

Shifter




-Xploit that we have control over both uplink anad
downlink

Y | Fiter |——| 1% 1

Shifter| Amp

|
T . A+ Y

Mirrored relay architecture cancels all self-interference while
preserving phase and timing characteristics for localization

|- (1)

! A Freq. : . !
MP |« L -«—
< . |Shifter| ilter




Implementation & Evaluation



Implementation

« PCB Board:4-layer FR4
e Size: 10x 7.5 cm
* Weight: 35 g

Low power:
<3% of drone battery power




Implementation

 PCB Board:4-layer FR4

+ Size: 10x 7.5 cm * rarrot bebop-2

* Payload: 200 g

. Weight: 35 g

 RFID reader implemented using USRP N210 software radios
- EPC-gen?2 protocol

o Off-the-shelf battery-free RFIDs _



Evaluation

 Evaluated in different indoor environments
- Fully-turnished with tables, chairs, computers, etc.
- Test in line-of-sight and non-line-of-sight settings

* Ground truth: OptiTrack system
- Infrared-based system that relies on visual markers
- Achieves sub-centimeter accuracy
- Operates only in line of sight




How much can RFly extend reading range”

100 experimental trials
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O
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How much can RFly extend reading range”

100 experimental trials

Relay LOS
100 -:-:-:;:::::::::::::::::::::00

3 20 10x range extension
=
9 60
O
O
5 40 No relay
(® HON!
S 20
o
0

-

10 20 30 40 50 60
Range (m)



How much can RFly extend reading range”

100 experimental trials

Relay is powered up by
the drone
= ——

10x range extension

RFID

Reader



Does RFly preserve the phase tor localization?

0.9
0.8

0.7 Median phase

0.6
o «¢rror < 1 degrees

0.4
0.3
0.2
0.1

O [

Probability

| | | | | | | | |
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Phase Distortion (degree)



RFly’'s Localization Accuracy

100 experimental trials
1

0.9
0.8
0.7

0.6
Ll
\ NKg

Decimeter-localization accuracy over a wide area

0.3
0.2
0.1

0
0 0.2 0.4 0.6 0.8 1

Localization Error (m)



